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Relationships

Oms-ISAc & US-CERT

UNITED STATES COMPUTER EMERGENCY READINESS TEAM
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Building Trust

» Security is all about
building trust
relationships

» These relationships
need to be In place
before they are
needed
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Threat Actors

» High Capacity

» Supply Chains » PII, Intellectual Property

» Financial Services
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Organized Crime Hacktivists
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» Unsophisticated
» Opportunistic
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Our Approach

- What are we protecting?
- Who Is the adversary?
- What methods to they use?

- Do | have the resources necessary
to protect, detect and respond?

Every Voice
g

Today we will be publishing 8,000
Department of Corrections
employees salaries, email and
government cell phone numbers in
the state of WA.
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Partnership Benefits

» Government advantage of
iInformation sharing

Categories
=
T | ==
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Personnel Systems Services
Awareness Network
materials Threat Monitoring
8 Intelligence
o Training Malware
= Common Analysis
O | Shared Operational
0p) Knowledge Picture Digital
Forensics
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Defense in Depth

Week of January 15— January 21
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Denial of Service
26.08 Million Blocks

Intrusion Prevention
11.25 Million Blocks

Firewalls
239 Million Blocks

Advanced Threat Detection
176 Zero-Day Blocks
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Defense in Depth
Week of January 15— January 21

Security Operations Center

26 Alerts
Malicious Software (17)
Investigations (5) Response Team

Account Compromise (4) 2 Response Incidents

Digital Forensics
2 Cases
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What is an Exploit Kit?

Malicious software package to automate the
exploitation of a target’s vulnerabilities

Key characteristics: e P e
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Vw5 napareTpa noTosa: T

threadD

« Packages Multiple Attacks — R e

« Tech Support crotrmen v  ———
« Performance Metrics
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Zero Day Detections — Past 6 Months

-] &7
Events Unique Hosts Malware
5 5 Exploit.Angler
7779 4258 Exploit. HTML.lIframeRef.A
2836 1893 Exploit.Kit. Angler
112 60 Exploit.Kit.Clickfraud
7 7 Exploit.Kit.Flash
2 1 Exploit.Kit. Magnitude
30 27 Exploit.Kit. Malvertiseme
59 48 Exploit.Kit.Neutrino
32 28 Exploit.Kit.Nuclear
715 162 Exploit.Kit.Redirect
563 65 Exploit.Kit.Rig
2 1 Exploit.Kit. Sundown
38 12 Exploit.Kit. TDS
732 164 Local.Infection
938 208 Malicious.URL
3 2 Trojan.Ramnit
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Case Study: Fish and Wildlife

» Petty criminal cyber actor: “MrHigh”

» Self reported

» Multiple states impacted: WA, OR, ID
» WA: 2,435,452 records (Last 4 of SSN #)
» OR: 1,195,204 records
» ID: 788,064 records (Full SSN #)
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Case Study: Spear Phishing

» Sophisticated cyber actor
» Multiple accounts impacted

Dear Accoum Owner

Our mconds miicete Mal you e anmiied n Tie Washingon Gtate pageress W2 Progiam As 8 msul you 40 DOTISoevE & 2aper V2 bt instand receive o-mad noalcason Mat your ockene W2 (Le “papetess W25 s
Preeared and ready fof vewng
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Washigan St s Homan Arsmrce Maragerent 5wl Af@ ] COM @ to Washington State's Human Resource Management Systems

HRMS PORTAL

Logon ID * [ |

Password * | |

Log on
Reset Password or First Time User

Having Trouble Logging In?
More ESS Information

This is a secure application and available only to
Washington State employees.
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Summary

« Security iIs empowered by relationships

 Attack tools, techniques, and procedures evolve
as defense strengthens

* Proper defenses require intelligence about the
adversaries

- The State of Washington is considered a leader
amongst its peers

Questions?
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