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ESSB 5432 — Concerning cybersecurity and data sharing in Washington
state government

- Data governance report

« Data sharing agreements
 OCS creation

- Catalog of services

* Incident response

* Independent security assessment

Office of Privacy and Data Protection
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Best Practices Report

Office of Privacy and Data Protection
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The office of cybersecurity, in collaboration with the office of privacy
and data protection and the office of the attorney general, shall:

« Research and examine existing best practices for
data governance,
data protection,
the sharing of data relating to cybersecurity, and

the protection of state and local governments' information technology
systems and infrastructure

* Including, but not limited to,
model terms for data-sharing contracts and
adherence to privacy principles.
* Report on findings and recommendations due 12/1/2021

Office of Privacy and Data Protection
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The office of cybersecurity, in collaboration with the office of privacy
and data protection and the office of the attorney general, shall:

« Research and examine existing best practices for
B data governance,

data protection,

— - the sharing of data relating to cybersecurity, and

the protection of state and local governments' information technology
— systems and infrastructure

* Including, but not limited to,
model terms for data-sharing contracts and
adherence to privacy principles.
* Report on findings and recommendations due 12/1/2021

General
topics

Office of Privacy and Data Protection
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« adherence to privacy
principles

* model terms for data-
sharing contracts

Office of Privacy and Data Protection
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Data Sharing Agreement Requirements

Office of Privacy and Data Protection



Think fast!

New data sharing
requirements effective
July 25, 2021

(but how new are they?)

Office of Privacy and Data Protection
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New section in chapter 39.26 RCW

« Before an agency shares with a contractor category 3 or higher data,
as defined in policy established in accordance with RCW 43.105.054,
* a written data-sharing agreement must be in place.

Such agreements shall conform to the policies for data sharing specified by
the office of cybersecurity under the authority of RCW 43.105.054.

Chapter 39.26 RCW = Procurement of Goods and Services

Agency = state agencies

Covers sharing with contractors

RCW 43.105.054 = OCIO powers and duties to establish statewide policy

Office of Privacy and Data Protection
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New section in chapter 39.34 RCW

 If a public agency is requesting from another public agency category 3 or
higher data,

as defined in policy established in accordance with RCW 43.105.054,

 the requesting agency shall provide for a written agreement between the
agencies that conforms to the policies of the office of cybersecurity.

Chapter 39.34 RCW = Interlocal Cooperation Act
Public agency = all state and local agencies
Covers sharing between agencies

Office of Privacy and Data Protection
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OCIO Policy #141.10

“When sharing Category 3 and
above data outside the agency,
an agreement must be in place
unless otherwise prescribed by
law.”

WaTech

Washington Technology Solutions

Washingforn's Consolidafed fechnology Services Agency

Office of Privacy and Data Protection
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PRINCIFPLE

Due diligence

Taking reasonable steps
and exercising care
before and after entering
into an agreement or
arrangement with a third
party that includes shanng
personal information.

Office of Privacy and Data Protection
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Steps to implementation T el S

 Understand data classification

 Identify when an agreement is
needed

« Execute appropriate agreements

Office of Privacy and Data Protection 13



Category 1 — Public
Information

. .. information that
can be or currently is
released to the pubilic.

It does not need
protection from
unauthorized
disclosure, but does
need integrity and
availability protection
controls.

Category 2 — Sensitive
Information

... may not be
specifically protected
from disclosure by law
and is for official use
only. Sensitive
information is generally
not released to the public
unless specifically
requested.

O WaTech

Washington Technology Solutions
Washingfon's Consolidafed Technology Services Agency

Not subject to public disclosure

Category 3 -
Confidential

Information

... information that is

specifically protected
from either release
or disclosure by law .

Category 4 -
Confidential
Information Requiring
Special Handling

... information that is
specifically protected
... and for which
[there are especially
strict requirements
and serious
consequences could
come from improper
disclosure]

Office of Privacy and Data Protection
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Managing Personal

Information and Reducing
Risk with Data Classification

Office of Privacy and Data Protection
April 29, 2021

Pl o) 0:21/5423

C WaTech

Washington Technology Solution
Washingfon's Consofidated Technology Services Agency

Available on OPDP’s
Government Agency
Resources page

Office of Privacy and Data Protection
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https://watech.wa.gov/privacy/gov-agency-resources
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Do you know where your data is?

Office of Privacy and Data Protection
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Washingforn's Consolidafed fechnology Services Agency

« Gates to ensure information is only shared when
appropriate

« Data sharing checklist as part of contracting process
« Data sharing not otherwise tied to a contract

« Data transmission inventory

« Appropriate scope of “data sharing”

* Policies to require data sharing agreements

Office of Privacy and Data Protection 17
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Data Share Request Forms € WaTech

| to get to ||

we'd love

Washingfon's Consolidafed Technology Services Agency

Allows agencies to gather information
from data requestors about:

* Requested data
Intended use
* Authority to share

« Security and privacy controls

Office of Privacy and Data Protection
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Data Share Request Forms Wb g iy s

Primary privacy benefit = ability to evaluate against WSAPP

* Verity consistency with original intended use (Purpose
limitation)

* Ensure both the intended use and shared data are limited in
scope (Data minimization)

« Confirm authority to share (Lawful, fair, and responsible
use)

« Evaluate other possible privacy impacts, and consistency
with agency mission and values (Lawful, fair, and
responsible use)

Office of Privacy and Data Protection
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O I C y - Washingfor's Consolidated fechnology Services Agen

The agreement (such as a contract, a service level
agreement, or a dedicated data sharing
agreement) must address the following:

(1) The data that will be shared.

(2) The specific authority for sharing the data.

(3) The classification of the data shared

(4) Access methods for the shared data.

(5) Authorized users and operations permitted
(6) Protection of the data in transport and at rest.
(7) Backup requirements for the data if applicable
(8) Other applicable data handling requirements.

Office of Privacy and Data Protection 20



Sample Data Sharing Agreement

INTERAGENCY DATA SHARING AGREEMENT

between the
STATE OF WASHINGTON
Department of
and the
<AGENCY>

Thes Interagency Data Shasring Agreement (DSA) ls entered info by and between
herginafler referred 1o 85 ", and the <Agency>, hersnafier relemed 1o as “<AGENCY>", pursuant o

the aushority wmwcmaaum:w
AGENCY PROVIINNG DATA: <AGENCY>
Agency
Mame
Contact aqreament AJminEEIoT:
Titla
Address:

Fhiomea: ]

AGENCY RECEIVING DATA: (R i (b o a5 o Pavty 00X for axamplo
purposes oy ﬂlmmwmdﬂnmuﬂm:ﬁ-mhm
will e g iy Ui oal gocumsnt )

Agency
 Mame

Thes (54 has bean revieved by the authonzed IT Data Secunty Adminisirator in each agency, as
applicable.

1. BURPODSE OF THE DSA
The purpase af Mis DSA s 10 provide the X00(.
& DEFINITIONS

“Agreement’ means this inferagency Data Shanng Agreement. mcluding all documsants attached ar
Incorporated by reference

“Diata Acoess” nefers ko rights gramied bo XXX employees o dineclly comnect b0 <AGENCY> syskams:
networks and fof applicalions via the Stale Govemmental Mehvork (SGM) combingéd with requinged
mlormation needed to implamant these rights

Office of Privacy and Data Protection

O WaTech

Washington Technology Solutions

Washingfon's Consolidafed Technology Services Agency

“Data Transmission” refiers o he methods and technologies 10 be used bo move & copy of he data
bertvensn APD sysiems and X0 sysiems, nedworks andior amployes workstations

“Diala Storage” reders lo the stale data is inwhen al resl  Dala can be sioned on off-ine devices such
a5 CO's or an-ine on XXX servers or X0 employes workstations

“Drala Encryplan” rmmmammmnr oiher encoding mechanismes that will encode dala o
prodect s confidentiality. Dala encryplion can be requined during data ransmission of data shorage
dapending an the level of prolecion required for Bhis data

“Persanal infarmation” means information identifiable to any person. including. but nat limibed fo,
information that relates to & person's nama, health, finances, educaion, business, use of receipt of
governmantal senices of other activilies, addresses, inlephane numbers, socal security numbars,
oriver's| boense numbers, credit card numbers, any oiher entitying numbers, and any tmancial
idenlifiers.

EERIOD OF AGREEMENT

This Agréeement shall segin on of date of execilion, whichever is Laber,
and end on - uniess lerminated sooner or extended as provided herein,

AUTHORITY and REASON FOR DATA SHARING
Diata is needed 1o .

DESCRIPTION OF DATA TO BE SHARED

(NOTE: include & description of the data that is requested, including cisssiffcationtalegory of dara,
dala elemenfs, bme frames and formal of the dala, as necessary.  Specify ¥ he dala provided can be
linked o other dara and under whal condiions, 82 necessary. For exampie. Dafa ahaned will include
fhe data confained in the agency’s mlerna! database thal is described in this Agreemant and will be

updated thowgh an automaled process that runs dady on 8 server opevated &f . . )

Diata to be shared incudes . _ . .

DATA ACCESS

Example: Access malhods for the shared dala - Dala access will be wa ferminal emuiation soffware
fo be loaded on the apprognate JO0 staff workstabons. <AGENC Y will grant SC08sS DenmissIons
requined i acoess the dala deffned above

DATA TRAMNSHISSION

Example: Dala ransmission will be wia anorymous FTF using the Siane Govermmental
Nenwork [SGN) - The FTP site will be server ABCT23, e-mnail arachment, sneaker net, Moppy

dizk, CLO), erc. {pick ona).

NOTE: <AGENCY> meeds fo ideniify and include any consfreints on J300s handing of the data
oAcE i ¥IOCE possession Deiow Parsgragh i an exampe oaly

Exampide:; All dafa prosioed by <4GENCY will be stored in an encrypied f0nm on & Saner kih
Eorass fmihad fo ihe Masr number of X000 ST readed o compishe theé purpase of this D54

. DATA ENCRYPTION (I applicabie)

21
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Washington Technolo gy Solutions

How the sample contract reflects A ——
OCIO policy 141.10 (4.2) DSA standards

5. DESCRIPTION OF DATA TO BE
v' The data that will be shared. SHARED

 description of the data that is requested
* classification/category of data
* data elements

_ * time frames for data disclosure or
Data to be shared includes . . . exchange (both when and for how long)

 format of the data

« Specify if the data provided can be
linked to other data and under what
conditions

v" The classification of the
data shared

Office of Privacy and Data Protection

22
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Washington Technolo gy Solutions

How the sample contract reflects e e
OCIO policy 141.10 (4.2) DSA standards

4. AUTHORITY AND REASON FOR DATA

v" The specific authority for sharing the SHARING
data.

The legal authority for sharing data
identified in this agreement is ...

Data is needed to . . .

Office of Privacy and Data Protection
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How the sample contract reflects A ——

OCIO policy 141.10 (4.2) DSA standards

6. DATA ACCESS
v" Access methods for the shared data. « Access methods for the shared data

« E.g. Data access will be via terminal
emulation software to be loaded on the
appropriate XXX staff workstations.

« <AGENCY> will grant access

permissions required to access the data
defined above.

* Requirements for Access. Access to
data shall be limited to staff whose
duties specifically require access to
such data in the performance of their
assigned duties.

Office of Privacy and Data Protection 24



How the sample contract reflects
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C Washington Technology Solutio

Washingfor's Consolidated fechno

ology Services Agency

OCIO policy 141.10 (4.2) DSA standards

v Authorized users and operations
permitted.

8. DATA STORAGE, DISPOSAL, AND
HANDLING REQUIREMENTS

NOTE: <AGENCY> needs to identify and
include any constraints on XXX’s handling of
the data once in XXX’s possession. Below
paragraph is an example only.

Example: All data provided by <AGENCY>
will be stored in an encrypted form on a server
with access limited to the least number of XXX
staff needed to complete the purpose of this
DSA.

Data Disposal. At the end of the contract or
when the data is no longer needed, data shall
be returned to <AGENCY> or destroyed via an
authorized method. Acceptable methods of
destruction are as follows:

10. INTENDED USE OF DATA

Example: The data described above shall be
used for analysis purposes only to prepare
required annual business summaries
published by XXX. Specify operations
permitted.

11. CONSTRAINTS ON USE OF DATA

Office of Privacy and Data Protection
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Washington Techn quSIt

How the sample contract reflects T T
OCIO policy 141.10 (4.2) DSA standards

7. DATA TRANSMISSION

v" Protection of the data in transport Example: Data transmission will be via
and at rest. anonymous FTP using the State Governmental

Network (SGN) — The FTP site will be server
ABC 123, e-mail attachment, sneaker net,
floppy disk, CD, etc. (pick one).

9. DATA ENCRYPTION (If applicable)

Example: <AGENCY> and XXX have agreed
fo use a software tool to encrypt data prior to
transmission and during Data Storage. The
tool is (Example: PKZIP PRO; the
encryption algorithm to be use is Password +
3DES). The password will be transmitted
separately from any data transmission event.

Office of Privacy and Data Protection 26
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Washington Techn IgySIt

How the sample contract reflects T T
OCIO policy 141.10 (4.2) DSA standards

8. DATA STORAGE, DISPOSAL, AND
HANDLING REQUIREMENTS

v Backup requirements for the data if
applicable

Example: Data stored for backup purposes.
Data may be stored on portable media or non-
portable media (e.g. Storage Area Network
drives, virtual media, etc.) as part of XXX’s
existing, documented backup process for
business continuity or disaster recovery
purposes. Data must be protected and
disposed of as required by this agreement.

Office of Privacy and Data Protection 27
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Washington Techn IgySIt

How the sample contract reflects e e
OCIO policy 141.10 (4.2) DSA standards

12. SECURITY OF DATA

v Other applicable data handling

requirements.
13. NON-DISCLOSURE OF DATA

14. DATA CONFIDENTIALITY

15. OVERSIGHT

16. INCIDENT RESPONSE

Office of Privacy and Data Protection
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Things to keep in mind regarding the sample s s o S o
template:

* Intended to be a sample for those entities that
do not currently have data share agreements

« Can be used to address gaps in current data
share agreements

* Model terms required under ESSB 5432 will
come from AGO/OCS/OPDP Report (12/1/21)

« Sample does not include terms less likely to be
In contracts with interagency partners like:

Indemnification clauses
Cyber liability insurance

Office of Privacy and Data Protection



Beyond 141.10

* Incident response

- Timing, cost, roles and responsibilities
« Compliance monitoring and enforcement

- How to demonstrate compliance
« Cyber liability insurance
« Indemnification
» Restrictions on disclosure, publication, notice
« Compliance with OCIO security policies
« Pass-through requirements to subcontractors
« Appropriate contract owners

C WaTech

Washington Technology Solutions

Washingforn's Consolidafed fechnology Services Agency

Office of Privacy and Data Protection
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Other resources

Performance Audit

Contract Assurances for Vendor-Hosted

State Information Technology Applications
December 13, 2018

FPF BEST PRACTICES AND CONTRACT

GUIDELINES HELP COMPANIES SHARE
DATA WITH ACADEMIC RESEARCHERS

QWaTech

ficlated Te ology Services Agen

SAQO report

FPF quidelines

Office of Privacy and Data Protection

31


https://portal.sao.wa.gov/ReportSearch/Home/ViewReportFile?arn=1022707&isFinding=false&sp=false
https://fpf.org/blog/fpf-best-practices-and-contract-guidelines-help-companies-share-data-with-academic-researchers/

QWaTech

Washington Technology Solutions

Washingfon's Consolidafed Technology Services Agency

Other cybersecurity workstreams

Office of Privacy and Data Protection



ESSB 5432 impacts and requirements

Independent
assessment of
IT security
program audits

Requires
written
agreements
when sharing
category 3 or
higher data

Establishes
office and
responsibilities

Effects

of bill

OCS/OPDP/AGO

report on data
governance
best practices

Office of Privacy and Data Protection

Develop
service and
functions
catalog

Incident
response, CISO
as coordinator
and notification

to OCS
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Existing requirements restated in new law e
N\

Agency cybersecurity programs and adherence to security
policy
Independent compliance audits of cybersecurity programs
Reporting of cybersecurity incidents to OCS
/

Office of Privacy and Data Protection 34
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w requirements for OCS in law e

Develop catalog of enterprise services and functions

» Updated and published biennially

Create model incident response plan for agency adoption

* For incidents that impact multiple agencies, impact more than 10,000 citizens, involve a nation state actor,
or are likely to be in the public domain.

Develop policy related to incident response

* Includes defining what constitutes a “major” cybersecurity incident.

CISO as the point of contact for major cyber incidents

* Applies to major incidents and may be delegated at CISO’s discretion.

Office of Privacy and Data Protection
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New requirements for agency programs Pt i S

Provide OCS with business needs and program metrics
annually

Report major incidents within 24 hours instead of 48 hours

Collaborate with OCS on development of catalog of
services

Collaborate on development of standards and
communicating regulatory environment requirements

Office of Privacy and Data Protection

36
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Required workstreams and deliverables P et e S

* Collaborative report with AGO/OPDP/OCS on data principles/contracts

« Published catalog of services and functions and report on metrics, services, and operating
model of state agency security programs.

« First annual report on cybersecurity audit findings/risks and mitigation steps.

« Report on findings of contracted security assessment related to cybersecurity audits in the
state.

« Develop policy related to major cybersecurity incidents and incident response.
« Create a model incident response plan for agency adoption.

« Confidential report on cybersecurity risks and their mitigation.

« Update and publish cybersecurity catalog, functions, and metrics.

Office of Privacy and Data Protection

37



C WaTech

Washington Technology Solutions

Deliverables of ESSB 5432 in chronological order

Washingfon's Consofidated Technology Services Agency

Published cybersecurity services Contracted Report on audit program

* OCS publishes catalog of services and * Report on findings of contracted assessment of
functions of the office. security audit program.

* Includes opelratting rr]r)oilel(;JCI‘:Sstatg agetn_cv : * Includes recommendations on policy and
programs relationsnip to and metrics tor programmatic changes.

success.
\, \.

N N

12/01/21 07/01/22 07/31/2022 08/31/2022 Ongoing

d i d

AGO/OPDP/OCS Data Report Annual report on audits Ongoing reports and obligations

* Report on data principles and best * Confidential report to governor and * Annual confidential report on audits
practices in contracts for sharing data. legislature.

_ * Develop policy for major cybersecurity
* Due to legislature and governor.

* Includes audit findings/risks and incidents and model incident response.
mitigation steps being taken.

e L ——— "

* Biennial updates to service catalog.

Office of Privacy and Data Protection 38



Thank you

Questions?

WWwWWw.privacy.wa.gov

www.cybersecurity.wa.gov

Office of Privacy and Data Protection
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https://watech.wa.gov/Privacy
http://www.cybersecurity.wa.gov/
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