Ekkoch mettoch allem kopwe silei usun
ean ekkena Wi-Fi mi wor ngeni aramas
meinisin lon ekkoch leni

Mi wor ekkena aramas ngaw repwe urungawei ngonuk won
lain. Kopwe aleani ekkena ekkoch alilis mi nom fan ika pwe
kopwe eaea ekkena Wi-Fi mi suk ngeni meinisin aramas.

Ren paluan ach sipwe tunumu an esapw lapela fetalan ewe Coronavirus me pwal kapungulon
bisinis me laibrery kena, chomong kich sia nonotam wonlain. Ina popun, sipwele mo eaea
ekkena Wi-Fi chomong aramas ra ea pwe sipwe etilong lon ei internet. Ika pwe ka weri pwe
kopwe eaea ekkena Wi-Fi aramas ra pwal eaea, iwe kose mochen kopwe fiti ekkei kapasen
alilis seni ewe milapen tumunun porausom seni state (Chief Privacy Officer) ren alilisin

tumunun porausom kena:

1. Kopwe silei pwe mi pung ewe network ka nom lon.

Kopwe afata pwe ka pach ngeni ewe network mi pung kopwe nom lon. Ekkena aramasengau
repwele forata ew network mi usun nge mi allem itan na nge ina re chok aitengonuk ena
network ra forata pwe epwe nengeni met ka fofori won ewe internet. Wewen ei pwe lupwen
ka uwalon eom kena porausen lokin ika password lon ew ekkena website, iwe ekkena chon
sola repwele tongeni solani porausom kena. Ren eom kopwe pinei ekkei, aleani fichi itan ewe
network nge ika ka tongeni, aiekeni emon chon angang o are chekeni sainin ei bisinis pwe

kopwe silei ika pwe mi ossen ew network.

Ekkena network mi kikilei ngeni aramas, usun ekkena lenien un kofi aramas remi silei, epwe
kis ar repwe ngaw pokiten ekkena kompeni ra amokutu ewe network ren ew alilisin ark ewe
bisinis. Ekkena network mi kilei ngeni aramas repwe kan fich le eaea lap seni ekkena ekkoch

Wi-Fi rechok pwato won noum na fon me lon ekkena leni aramas ra nom ie.

2. Kopwe aukala ena mumutan pachngeni (auto-connect).

Chomong noum kei mettoch (smartphones, laptops, me tablets) ar kena awukukun mumutan

pachela iteitan chok. Ena awukuk e mut ngeni noum na mettoch mecheresin an epwe pach
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ngeni ekkena network mi arap ngeni. Mi eoch ren ekkena network omi lukur, nge epwe kan
pwal pach ngeni ekkena network rese fich. Kopwe awukala ena minen fori ena won noum na
mettoch lon ena lenien awukuk. Kopwe likiti ekkei awukuk ar repwe awukula, akaewan ika pwe
ka sailo lon ekkena leni kese silei ir. Pwal ew chok alilisin tumun, kopwe chekeni ewe “forget
network” murine om eaea ekkena Wi-Fi chomong aramas ra pwal eaea.

Kopwe pwal checheki noum na Bluetooth lupwen eom nom lon ekkean lenien aramas.
Pachelongen ekkena Bluetooth e mut ngeni ekkena mettoch ar repwe kapas fengen lefiler,
iwe nge ekkena chon sola repwe kan nengeni ekkena Bluetooth mi suk ar repwe angai ar sain
pwe repwe tongeni tori noum na mettoch. Kopwe apungala ekkei pekin won noum na phone

me pwal ekkoch mettoch lupwen ka nom lon ew leni kose kan sisilei.

3. Awukala eaea fengenin taropwen mettoch.

Kopwe tumunu eom kopwe awukala ewe pekin eaea fengenin taropwen mettoch lupwen en

ka nom won ekkena Wi-Fi im suk ngen chomong aramas. Kopwe kan awukala ewe eaea
fengenin taropwe me lon noum na mettoch seni ewe (system preference) o are ewe (control
panel), epwe chok fit ika ifa sakkun (operating system) ka eaea. AirDrop mi ew awewen ekkena
eaea fengenin mettoch kopwe mochen awukala. Ekkoch (operating systems) usun Windows/PC
repwe awukala ewe eaea fengenin taropwe kena reom ika pw eke fili ewe “public” filitan ika

pwe ka pach ngeni ew kena network ngeni aramas fan iei ew akaewan fansoun.
Foforun eom kopwe awukala ewe eaea fengenin taropwe kena.

Won ew PC:

1. Tolong lon ewe (Network and Sharing Center).
2. lwe siwili ewe (Change advanced sharing settings).
3. Awukala ewe (file and printer sharing).

Ren Macs:
1. Tolong lon (System Preferences).
2. Filata (Sharing).
3. (Unselect) meinisin.
4. Murin lon (Finder), click won AirDrop, iwe ka fili (Allow me to be discovered by): (No One).

Ren iOS, kopwe chok kuta AirDrop lon ewe Control Center iwe ka awukala.
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4. Eaea ew VPN.

Kopwe ekieki eom kopwe awualong ew VPN (Virtual Private Network) lon noum na mettoch.
Ew VPN ina ew kena pekin mi fakkun tumunioch ngeni porauson me won ekkena Wi-Fi ngeni
chomong aramas. Epwe akukala porausom kena lupwen an feilong me feilewow me lon noum
na mettoch iwe a ka usun ew pwangan tumun “tunnel” pwe porausom kena resapw weriwer

ngeni emon lupwen ar fetalong lon ena netwrok.

5. FBI mi erenikich usun akukalan ekkena websites - HTTPS.

Ewe FBI a pwal erenikich ekkena websites ar kena addres mi poputa ren “https.” Pokiten a nom
ewe “https” me pwal ewe sainin lok repwe kan pwarata pwe fetalin won web mi akukula iwe
ekkena ra etto ar eaea fengenin porauser repwe silei pwe mi fumun lon ikei. Nge pwal ew chok,
ekkena chon sola ra kan fofori fofor ren ar repwe pani ren lukulukun aramas ngeni ekkena
website mi ngaw remi pwal awora https me pwal usun nge remi allem me tumun nge rese |
fich.

Met ewe FBI a mochen kopwe fori:

e Kosapw chok luku ewe it mi nom won ew email: kopwe aiek usun met mochenin masowan
ewe email.

o lka pw eke angai ew email mi ululungaw me fiti ew link seni emon omi silei, kopwe cheki
ika ewe poraus mi fich ren kokori ika emailini ewe emon omi silei. Kosapw palueni ew kena
email mi lukulukungaw.

o Kopwe cheki itechukungawen o ika ewe domein mi mwal lon ewe link (e.g., ika pwe ew
address na epwe sapwola lon “.gov" nge sapwola lon “.com”).

e Kosapw luku chok ew website pokiten chok mi eaea ew kewe sainin lok o are ewe “https”
lon ewe browser address bar.

6. Kosapw aworata porausom kena mi fakkun auchea.

Ilka mo pwe mi wore om ew VPN kosapw mutata an emon epwe angai porausen noum bank
accounts, o are pwal ekkoch poraus mi fakkun lomot usun noum nampan social security won
ekkena network mi suk ngeni chomong aramas nge ese tumun. Ekkena mo network mi suk
ngeni chomong aramas remi pwal ngaw. Epwe pusin ekiekum ren eom kopwe angai ekkena
account on ekkena Wi-Fi mi suk ngeni chomong aramas. Ren foforun moni, epwe eoch ika

pwe kopwe nounou noum na smartphone’s hotspot function.
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7. Tumun vs. Ese tumun.

Mi wor ruwou sakkun Wi-Fi networks ngeni chomong aramas: Tumun vs. Ese tumun

Ika pwe kopwe tongeni iwe kopwe chok pach ngeni ew kena network ren chomong aramas mi
tumun. Ew network ese tumun omi tongeni pachelong won pokiten ese kan wor ekkena pekin
tumun usun ew password ika login. Ew network na mi tumun ekan awora eom kopwe awewe
ngeni alluk me fofor, kopwe rechistereni ew account, ika taipenalong ew password me mwan

kopwe pachelong ngeni ewe network.

8. Kopwe asuku eom we firewall.

Ika pwe ka nounou ew laptop, kopwe asuku eom we firewall lupwen ka nom won ew kena Wi-Fi
mi suk ngeni chomong aramas. Ew firewall e afisata ew tit epwe pwalu noum we mettoch seni
feiengaw seni mettoch mi ngaweto ngeni. Ekkena chon nounou repwele kan awukala ewe
Windows firewall pokiten ekkena pop ups me pwal porausuto kena iwe ra malukala usun.

Ika pwe ke mochen awurata won ew PC, iwe kopwe tolong lon ewe Control Panel, “System

and Security” iwe filata “Windows Firewall”. [ka pwe en emon chon eaea Mac, kopwe tolong

lon “System Preferences”, iwe “Security & Privacy”, iwe “Firewall” tabeni pwe kopwe awurata

ewe fofor.

9. Eaea antivirus software.

Iwe epwe pwal eoch eom kopwe awuralong ew ekkewe minafon antivirus program won noum
na laptop. Antivirus programs repwe alisi le pwaluk lupwen eom eaea ekkena Wi-Fi mi suk
ngeni chomong aramas ren an weri ekkena mettoch mi ngaw repwe tolong lon noum na
lupwen eom eaea ekkena network omi eaea fengen. Ew kapasen ammol ngonuk pwe ekkena
virus mi silei ngenir a tolong lon noum na mettoch o ika mi wor fofor mi lapelapengaw, aketa,

o are mettoch mi ngaw a tolong lon noum na.

10. Eaea ruwou sakkun ika lap seni ekkena sakkun ren eom
kopwe kuta eochun.

Eaea multi-factor authentication (MFA) lupwen eom ka logging lon ekkena websites me fiti
porausom kena. Nge wewen pwe epwe pwal wor aruwouan nampan alukuluk (texted ngeni
noum we phone ika awora seni ew app ika effoch ki) repwe alepala pwalipwelum. Iwe ika mo
emon chon sola a angai eom kewe username me pwal password, iwe resapw tongeni tolong

lon noum kena account ika pwe rese angai ew nampan alukuluk.
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11. Kopwe tumunu noum kena mettoch.

Kosapw likiti noum kena laptop, tablet, o are smartphone lon ekkena leni mi chomong aramas
ika pwe ese wor epwe tumunu. lka mop we ka fori met mi lomot ren tumunum won ekkena
Wi-Fi network, ekkena mo resapw pinei an emon epwe angai pisekumuna o are nenengeni

porausom kena. Kopw silei met mi nom arum me pwal chechemeni ekkena remi nom arum.

12. Pwal ekkoch tumunun wonlain kopwe silei.

lei pwal ekkoch tumunun wonlain kopwe silei, akaewan ika pwe ka eaea ew kena an aramas
unus kena Wi-Fi ren eom kopwe pachelong:

e Kopwe eaea eu passwords mi pechakul.

e Akukula noum na mettoch.

e Kopwe tumunuk ren ekkena email mi etiwou ren chok ar repwe angai porausom.

o Tumunufichi met kena ka makei lon ekkena lenien chufengen wonlain. Chomongon
porausom mi tongeni alisi ekkena chon sola ar repwe angai eom we passwords.

e Amorala ekkena porausom mi minan lom kose chuan no eaeanir.

o lka pwe ew network e erenuk pwe kopwe pwal awuralong pwal ekkoch software o ika
browser extensions iwe kosapw pach ngeni.

e Kopwe fofori pwe ekkewe sofon patches me pwal software mi asofola ra awurulong won
noum na mettoch pwe repwe pwalueni seni ekkena fofor mi ngaw.
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